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Civil Liability Arising from Personal Data Breaches:
A Comparative Study of Iranian Law
and European Union Law

Abstract

Data privacy constitutes one of the foundational concepts in contemporary
legal systems, gaining increasing significance with the expansion of
information and communication technologies. This study explores civil
liability arising from the violation of data privacy and provides an analytical
examination of its three essential elements: harm, fault, and causation.

A major challenge in this area is the theory of “data privacy violation,”
proposed by certain Western legal scholars, which asserts that in the age of
pervasive data monitoring and processing technologies, no reasonable
expectation of privacy remains. This theory not only undermines the
foundations of civil liability but also restricts the scope for claiming
damages. In this paper, the aforementioned theory is critically evaluated,
and the need for effective legal protection of victims is emphasized. The
study further examines the non-material (moral) damages resulting from
data privacy breaches, particularly due to their impact on personality rights.
Finally, the possibility of classifying data privacy as a property right—
drawing upon intellectual property theory—is analyzed.

The findings of the research indicate that while modern technologies may
increase the risk of privacy violations, this should not lead to the erosion of
legal protections for individuals. Rather, it underscores the necessity of
strengthening compensation mechanisms and evolving civil liability
frameworks to ensure a fair balance between public interests and individual
rights.

Keyword: Civil Liability, Data Privacy, Harm, Privacy Violation Theory,
Personality Rights



